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Why is my Network Running Slow? 
 
It’s one of the most common questions thrown at IT …. however, a more accurate question would ask …. “The data 
is slow on my PC, what could it be?” 
 
It still might be the network, but all elements should be included in the investigation before you launch into full 
troubleshooting mode. 
 
So step one should really answer: Is it the Network or do we need to look elsewhere?      
 

Checking the Network first 
 
Utilisation – the first place people look for problems is to establish if there’s a bottleneck in the network 
somewhere. There are a few things to remember here: 
 

 The path from the user to the server could be passing through a number of switches and a busy port on any 
one of these is an issue. We suggest you start in the middle and work out, all the ports need checking, which 
is where a good documentation or a path testing tool comes in handy. 
 

 Not all utilisation tools are the same – the key is their reporting interval. SNMP tools, although great for the 
fundamentals and baselining, have polling intervals measured in minutes. As such large files manoeuvres 
that spike for 1 minute or less will always be averaged out and reported at a lesser number. Other network 
tools measure in 5 second bursts, so detect more of these issues. Packet capture tools can measure in sub 
second accuracy, hence pick up micro bursts, which cause latency issues in sensitive applications. 

 

Are there errors in the network?  
This is a popular question but can be difficult to answer correctly. 
 

 Again the most common tools used here are SNMP tools. Assuming you have managed switches, most of 
them will give some sort of error reporting. However, remember this is relying on the switch hardware to 
report such information and the level of detail can be a manufacturer specific thing. Also at this level you 
only get the Layer 2 errors, so basically incomplete or corrupted frames only, but good for detecting things 
like faulty cables, noise, SFP issues, dirty fibres etc. 
 

 The main area SNMP won’t see is TCP layer errors. TCP is the transport layer for the data, any errors here 
are a sign that TCP is struggling to get the data through, which is good information for troubleshooting. To 
see these issues, you’ll need to use a Layer 3/4 aware tool. Such information can tell you whether the server 
or client has buffering issues or packets are being reordered (usually Firewalls) and a host of other potential 
issues. 

 

Is there a faulty piece of hardware?  

 
When hardware fails it’s easy to spot, but increasingly hardware can get over worked, causing issues. This is an 
increasing issue as network configurations are becoming more complicated and the resources inside the switch start 
to become the problem. Many people think that because one switch port is not at 100% utilisation there are no 
bottlenecks in the switch hardware. However, when you see a switch with 5 or more ports that are busy you should 
start to question the resources inside the switch to see if they are coping. Some switches do have SNMP MIBs for 
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CPU and memory, most don’t. We suggest sending a series of simple requests to the switch throughout the day and 
monitor the response. If the response times are all over the place, then the switch is struggling with its work load.  
 

Poor Network Design 
Most networks are well thought out on day one, but usually get corrupted over time.  
 

 The key here is that not all switches are the same. Switch architecture tends to fall into three basic groups; 
core, aggregation and edge. Issues appear when the wrong switches are used for a particular job. A common 
scenario is using stacks of edge switches to create a “core” with 100+ ports in it. The problem here comes 
down to a lack of CPU and Memory in the stack, rather than just high utilisation, tending to produce odd 
connection issues and network slowdowns which are hard to explain.  

 
On paper, a good SNMP tool covers most of these issues, however there is a lack of detail from these tools which 
can make it seem everything is OK, when it’s not. Full Control like SNMP tools, but more from a longer term trends 
and capacity view point, not so much for solving specific issues. When it comes to troubleshooting, we prefer 
something offering more detail, like the Fluke Networks range. 
 

Cabling issues 
 
One of the areas SNMP tools can be useful is highlighting issues that are problems with cabling, specifically fibre 
links. If SNMP is reporting a growing number of FCS errors or Interface errors, then this is a sign the Ethernet frame 
has become corrupted and the switch port has rejected it. 
 

 Copper Links – Generally these are very reliable but there are growing issues with copper networks that fall 
into two camps: 

o People trying higher speeds down older cable and seeing if it works 
o Copper installs are increasingly seen as a commodity and bought on price rather than quality 

Although the standards say you must have a certain cable type to run a certain speed, this is not particularly 
true, especially for cable lengths less than 50 meters. A lot of cable just works (sort of) and hence never gets 
questioned for years until it doesn’t work. Proving a cable meets a particular standard takes a certification 
tool (DSX 5000), checking a cable can support a speed can be done with a verification tool (Cable IQ). Using a 
pair tester with 4 LEDs on it doesn’t really do anything useful in this situation. 
 
The rise of CAT6 and in particular CAT 6a has seen the number of failures at installation rocket and first time 
failure rates of 20-30% are pretty common. Due to the tightness of the CAT 6a standard the skill is really in 
the installation as much as the components, so a decent installer properly trained is a must here. The other 
thing which has dropped off over the last few years is getting a copy of the installation results. We have had 
an increasing number of enquiries where people are suspecting all sort of issues with their cabling but don’t 
have the installation results. Sometimes a tester was seen on site, sometimes not. Certification tools cost 
money and take hours to test a network, hence a reason one supplier might be cheaper is that they don’t 
test it properly. At Cat 5e level pass rates are very high (95%+) hence people have got complacent, just 
wiring up a CAT 6a run correctly is not enough to get it to pass any more, hence the need to insist on test 
results.  

 

 Fibre Links – These are generally very reliable but there tends to be three main issues: 
 

o Dirt – Simple issue but causes all sorts of problems, and a wipe on your sleeve really doesn’t cut it. 
o Faulty SPFs – Changing out SFPs can solve a number of issues, they get very hot and start to fail. 
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o Mixing Multi-mode fibre types - There are currently 3 different types of MM fibre (soon to be 4) and 
they shouldn’t be mixed. If you do, they sort of work but cause losses, which corrupt frames, which 
causes problems. 
 

We use a Fibre OTDR for these cases ……. and a cleaning kit. 
 

Wireless 
 
This is the fast growing connection type but also the one that is the least reliable. The first thing to say about 
wireless is that it’s only about 60% efficient, and the second, that the bandwidth from the AP is shared, like a hub. 
This means your 300Mbs AP is going to struggle to give each user the same through put as a 100Mbs switch. 
However, the convenience of wireless overrides all things, so we have to just deal with it. 
 

 Have I got a hole in my coverage? 
This is the most common question we get asked and a good place to start your investigation. Wireless 
coverage requirements do change, when the first networks went in -70db was the coverage everyone 
wanted. With the rise of VoIP and UC newer wireless networks are going in with a coverage specification of -
62-65db. The point to note here is a change of 3db is a doubling of the coverage. Wireless coverage also 
changes over time. Dividing walls or storage stacks get moved, desks get relocated, wireless get installed 
next door and new sources of interference appear. The only way to really know the coverage answer is to 
survey it. We use AirMagnet. 
 

 Upgrading the APs has made it worse! 
Wireless is based around two different frequencies, 2.4 and 5GHz. These propagate differently and the way 
they get absorbed through walls etc is also different. Newer wireless speeds are also using wider channels 
which changes the interference patterns as well. Most modern wireless technology is actually geared to 
increasing throughput rates rather than solving tricky coverage issues so again surveying after the 
installation is key here. 
 

 Why is my Wireless so slow? 
Mainly this is the problem, wireless is not as good as wired so deal with it. 
There is a limit to how fast wireless can go and if you add more APs it can actually get worse. We have 
clients trying to load profiles for multiple machines over a wireless network and just not accepting that it 
can’t be faster, wireless is just not going to be great in these situations. Another issue common to wireless is 
overloading certain APs and not spreading users around evenly. Modern wireless technology is getting 
better are sorting these situations out (one of the advantages of Controller based solutions) but it's still far 
from ideal. 
 

 Do I have too many/too few APs? 
Another very common question and a good one as well. There is a limit to coverage and finding that is one 
of the skills in a good wireless deployment. Part of the issue here is that limiting the foot print of each AP is 
actually a good thing, it helps the devices decide when they need to roam, but this leads to the requirement 
of more APs and increases costs. Getting this balance right is something that’s best done away from the AP 
salesman and clearly the answers can be different in each situation. 
 

 The end devices behave differently 
Another common question we get is that people have multiple devices on their desk, connected over the 
wireless and they are behaving differently. There are three main factors here: 
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o Channels (MIMO) – The current limit of an 11n capable device is around 150Mbs per channel. If you 
have a laptop that supports 3 channels (most only have 2) then you can in theory have a 450Mbs 
connection. All Smart Phones only support 1 channel (at time of writing!) hence, 150Mbs is your 
limit. Tablets tend to be 1 or 2 channel depending on age and types etc. 
 

o Drivers – There is no standard for when a particular device decides it’s time to roam to the next AP. 
The standard does say how the roam should take place but not the signal levels involved. Based on 
the devices we have seen this can be any ware from -70db (windows laptop) to -85db (tablets). 
Remember a 3db difference is a halving of the coverage, so this is a massive spread. 
 

o First connection point – When a device joins a wireless network the first AP it sees influences its 
behaviour from that point onwards. As you walk through the building you need to reach the re-
association point in the drivers (see above) before you roam to the next AP. This means that two 
different devices in your pocket could be roaming at different times to different APs. If two people 
walk into the building via different entrances and end up in the same office, their devices could be 
attached to completely different APs as there has been no need to roam to the AP nearest to them.  

 
Looking at all the above, the key is to understand how your wireless is working and then how devices are going to 
move around the network. We use a number of different wireless tools such as AirMagnet, AirCheck and OneTouch.   
 

Layer 3 Network 
 
Due to the increasing levels of complexity in networking, the Layer 3 design and the hardware involved is a massive 
part of the performance you are going to see. Here’s a few of the things we look for: 
 

 Paths through the network 
We like to check the actual path traffic takes through the network for a few reasons. Modern networks tend 
to be routed so the configuration is key here. Partly this tells us whether the network is working the way you 
thought it was, partly we can see the hops we need to deal with in the diagnostic process. The Path Route 
feature in the Fluke XG is a real winner here and there are some great statistics from the Appneta Pathview 
technology as well.  

 

 Efficiency 
Most networking analysis talks about utilisation, but when it comes to routing, efficiency is a better way of 
thinking about it. We like to look at the end to end efficiency of a link and see how much effective 
bandwidth there is, rather than just the stated number. Again the PathView technology is excellent here. 

 

 Commissioning of links 
When people suspect that the links might be slow they tend to drag files up and down to get a throughput 
number. This can be very misleading as the TCP protocol affects the data transfer rate, leading to you seeing 
a lower number than you would expect. What you can be reading here is TCPs limits not the links limits. 
There are ways to properly test a link speed and even standards around it (RFC 2544, Y1564 etc). We use the 
Fluke OneTouch or XG. 

 

So it’s not the Network? 
 
So you have checked everything discussed above and it all seems OK, so it’s not the network? 
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Probably not, but it seems the norm that the network team have to do the next step in the analysis as well. What 
this means is having a first look at things like server response times, application response times, DNS issues, issuing 
certifications etc. 
 
A simpler approach 

There are probes on the market that do a simple page download or login attempt every few minutes and 
basically record how each part of the process is working. This tends to work around the following steps: 

o Probe requests a page or url – first step will be via DNS to get the right IP address –DNS response is 
measured 

o Probe Sends the handshake to the Server – the ACK time is measured to show network delay 
o Server offers a session to the request – server response is measured 
o Probe requests page – time to the first part of the delivery is measured 

What you are looking for here is the indication of where to look next. The technology we use here is 
Appneta WebView or TruView Live. 

 
More Detailed Approach 

For some people they need to see the traffic involved in the transactions and this leads to flow analysers 
and packet capture solutions. At Full Control we like to look at the layers in order to help sort out this 
information: 

o Look at the NetFlow stats and check the utilization and top users 
o Look at the TCP flows and analyse the TCP error messages and response times 
o Look at the individual transactions performance and packets including Layer 7 error codes 

These layers can be purchased separately or in a combined solution, we use the combined one, Fluke’s 
TruView, but the individual elements are TruView Flow, TruView Packet and ClearSight Analyer. 

 

Summary 
 
As we have seen there are many factors across multiple layers that can affect the performance of a network, each 
requiring different technologies to see the detail. Although there are many tools that claim to do all the things you 
need, realistically most of them don’t. Therefore, having a range of network management tools is more practical, 
the trick is to try and make sure they are looking at different layers and then know which one you need to use to 
solve the problem at hand. 
 

Our advice 
 

 Don’t be afraid of picking a tool to do a specific job, it will probably be good at doing that. Do be afraid of 
picking a tool that claims to cover lots of jobs. It will probably do so but at a loss of detail, speed and ease of 
use. 

 If you can, try and monitor the situation over time. Many network problems are configuration or resource 
issues which just don’t show up all the time or in one off tests. 

 Being right is not enough – having a pretty graph or table showing the situation is much more powerful than 
knowing the answer but not being able to convince someone. 

 Don’t reach for WireShark every time the phone rings – it’s a good tool but it’s not going to show the day to 
day data as well as a monitoring tool or handheld tester designed to do these things. 

 Don’t be afraid to test all the basics first – start at the physical layer and work up. 

 All sorts of connections are not the same – wired, wireless, MPLS, DSL, VPM – it’s not just the bandwidth 
that’s different; delay, latency, error rates can be too, and applications react differently to these things. 

 Hosting solves nothing, it just moves things and hides them a bit. To mis-quote Arnie “It will be back” and 
you’ll just have to troubleshoot it remotely instead! 


