mutiny
Mutiny at the heart of your network

Mutiny SNMP Monitor uses industry standard SNMP to gather information from IT Infrastructure,
process and display the results in a multi-user web front-end that allows administrators and
managers alike to quickly asses the health of their estate. Features include;

e Multi-user web based graphical interface.

e Flexible SMS and Email alert options to provide reliable notification of service related
issues.

e Comprehensive polling options to minimise the impact on network traffic.

e Data collection and graphing facilities to analyse network trends.

e Rapid methods of discovering networked devices to ensure quick installation and simple
configuration.

Display options

Mutiny is a web based appliance therefore it is naturally multi-user. The straight forward yet
consistent approach to the display of data make it easy to see what is happening and also to
publish selected views to a portal or intranet..
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Views can display heirachy and this helps non technical users understand the impact of
problems in a network.
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With the clever use of backgound images uses can graphically see who is experiencing issues.
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Clever use of icons help you see at a glance what type of technology is deployed.
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The more you drill in the more detail you can see.

On the move?

12:13

muthiny

Welcome to the Mutiny Mobile
Interface

Mobile browser Interface to allow you to browse your Mutiny whilst on the move.
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.l 02-UK = 14:51 ="
+ Pro RSS Reader -
BBC News | News Front Page | UK Edition >
Last updated 6 May 2010 14:51:10
gizmag Emerging Technology Magazine 3
Last updated 6 May 2010 14:51:14
Open Events on Servers b8

Last updated & May 2010 14:51:11

Open Events on Network b8

Last updated 6 May 2010 14:51:11

RSS feeds from any view to allow you to keep on top of the situation.

Date Duration Node IP Address Event ID

4/5/10 0827 56 hours Eagle- 192.168.100.19 Agent Warning 117926
30/410 1538 6days  Trinamo Printer 192.168.20.77 Agent Warning 117425

Open events view with large fonts to display on large screens or LCD Projectors.

What you can get from each "Node" as we call them depends on what it runs and what additional
vendor SNMP agents they have for example;

A ping only node on the Internet;
e Ping with RTT graphing
e Various port based service tests like web page content tests, mail relay etc.

Any wintel box with Microsoft's SNMP service installed will give us;
Ping with RTT graphing

SNMP service test

Interface and traffic data

CPU utilisation

Memory usage

Hard disk capacity
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Processes running
Various port based service tests like web page content tests, mail relay etc.
Graphing of system and interface data

A HP or Dell server with Insight or OpenManage agents installed;

Ping with RTT graphing

SNMP service test

Interface and traffic

CPU utilisation

Memory usage

Hard disk capacity

Processes running

Server environment, RAID status, CPU, Fans, temperature and redundant PSU status
Various port based service tests like web page content tests, mail relay etc.

Graphing of System and interface data

A Solaris box running net-SNMP (default in Solaris 10 available for older)

Ping with RTT graphing

SNMP service test

Interface and traffic

CPU Load factor

Memory usage

Hard disk capacity

Processes running

Various port service tests like web page content, mail relay etc.
Graphing of System and interface data

A VMware ESX server running on HP with insight manager

Ping with RTT graphing

SNMP service test

Interface and traffic

CPU Load factor

Memory usage

Hard disk capacity

processes running

Server environment, RAID status, CPU, Fans, temperature and redundant PSU status
Various port based service tests like web page content tests, mail relay etc.

Graphing of System and interface data

A VMware virtual server

Same as the appropriate server above.

Cisco Switches and Routers

Ping with RTT graphing

SNMP service test

Interface and traffic graphing with utilisation alerts etc.
QoS monitoring and graphing

ISDN 30 channel monitoring with utilisation graphs
CPU utilisation

Memory usage

Chassis status including PSUs etc (if chassis has this capability)
Graphing of System, interface data and QoS Data
NetFlowTM

Traps

Energywise

Other vendor Switches and routers

Ping with RTT graphing
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SNMP service test

Traps

Interface and traffic graphing with utilisation alerts etc.
Graphing interface data

APC and other RFC standard UPS manufacturers

Ping with RTT graphing

SNMP service test

Graphing of power

UPS agent to alert on status, battery and time to run etc.
Various environmental probes

Ping with RTT graphing

SNMP service test

Temperature graphing/alerting etc.

Reporting is important in any management situation and infrastructure is no exception. Being
able to spot a trend, justify an upgrade, find application problems or simply report on the current
state of play is an important, but often tedious task.

Mutiny has a variety of methods to arm the user with the necessary data required to satisfy the
majority of reporting needs. But when the complex format of reports is required, Mutiny provides
the raw data in an exportable CSV format, allowing the user to format or re-import the raw data
into the reporting tool of choice.

Graphing

Using the data collected every polling cycle, Mutiny can produce graphs for any given period.
Auto-averaging in real-time means that you always have access to the real peaks, however long
ago they were recorded.

All graphing data is available as a CSV output directly from the browser.
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The CPU graph allows Managers to assess the current level of load any given node is
experiencing. Whether you are looking at the daily peaks and assessing whether they are up to
their daily duties, or looking long-term at a constant rise in load, the business can plan long-term
on the viability of its hardware investment.

Memory Graph
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In a similar way to that of CPU graphs, the information displayed in the memory graphs can be
vital in picking up issues on a particular node, like application memory leaks, terminal server
overloads.

Disk Graphs
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Whether you are reacting to a critical disk alert or just auditing the overall capacity of the hard
drives on your critical nodes, these graphs will allow the Managers to assess the long-term
capacity needs.
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Interface Traffic Graphing

Interface Traffic: 4
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Traffic data can be stored from interfaces on Servers as well as router or switch interfaces.

Unlike a number of our competitors, Mutiny keeps all the data gathered during polling in its
original form, allowing us to draw accurate graphs for any given time period. In addition, the raw
data can be downloaded in CSV form for use in external reporting tools.
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P Load Qe L 22075 Closed {2 ming) « Load Facior 067
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Parg QK D X2IEE Clazed {5 ming] - Made O
Agerk O check_poling - 1 minude since ket pol
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Pirng Fad D Z2971 Open - Bode Doren?
Fing Fal e 22388 O » Mo Dgreri?
PngFal [ 229585 Open - Mode Do
My SPMP Regponze D 22070 Qpen . SHMP Dpeen®
¥ Servics Ol 0 23367 Ogren - “wiel” Critcol
¥ Service Crficel £ 22372 Open « “Hip" Crifical
Fing Fd [ 22373 Cxeeen - Mo Dogren®

Mutiny keeps a log of all events that occur on the monitored network. The detail part of each
event uses a series of unique ID numbers to allow for the matching of paired events. In addition
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to this detail, the time between the IDs is calculated and displayed as time in brackets. This
provides an instant SLA feedback.

Event Log CSV output

Caie Node P Address Stans Evant Detpis
ZAMVE004 2192 | 15216510510 THLAEE. 10590 | Ok Ping QK 10 22353 Cloaed (575 ming) - Mede Ok
2AM12004 21:12 | Tring THINE8.1050 | Ok Ping OK 10 32354 Closed (572 mins) - Mode Ok
2&M12004 21:001 | demo. mutimy.com | 183.123.1.201 (w14 Agent 0K check_poling - 1 mnute since st pol
2412004 21:00 | demo.mutiny.com | 1931231201 Ok et 0 checl Ny - 2 minutes since st poll
1 |10 22384 Closed (19 ming) - Laad Facior
2811172004 19:41 | den2 127.0001 | ok CPLU Lead OK 72
1D Z2383 Closed (33 mns) - Load Facior
242004 15041 | devd 127,001 ok CPU Load 0K [k F
CPU Lead
2AMNZ2004 15922 | den2 127.00.1 Criical Critical 1D 22384 Open - Load Factor 1.36
CPU Lead
2UTZ004 1908 | g2 127.0.0.1 Wiaming | Warning 1D 22383 Open - Load Facher 1.10
2412004 1906 | devZ 127.00.1 Ok E:H Lead DK 10 22382 Clonad (2 mana) - Load Factor 0.79
2AM2004 15004 | devd 127.000.0 Waming | Waming 10 22382 Open - Load Factor 0,62
2EM12004 1507 | devd 127.0.0.1 ok E:U Load OK 10 32381 Closed (7 ming) - Lowd Factor 0,68
U Load
24112004 15:54 | den2 127.000.1 Waming | Warning 1D 22381 Ope = Load Facter 0.82
ZAMN2004 18:52 | oew2 127.00.1 ok CPU Lead OK 1D 22380 Clossd (4 ming) - Load Facior 0.75
D 22379 Closed (14 mns) - Load Facior
2aM12004 18:52 | dew2 127.000.1 Ok CPU Load 0% ora
CPU Lead
2811172004 18:48 | dev 127.000.1 Criical | Coritical 1D 22380 Open - Load Facter 1.52
CPU Load
ZAMNZO04 16:37 | devd 127.00.1 Wiaming | Waming 10 Z2379 Open - Load Facter 093
2AM12004 18:36 | devd 127.0.0.1 ok CPU Load 0K 10 22378 Closed (8 ming) - Load Factor .76
CPU Lead
20172004 1828 | dev2 127.000.1 Waming ‘Waming 10 22378 Open - Load Factor .87
281172004 18228 | demomutiry.com | 1931231301 | Ok Mgt O check_poling - 1 mnote since st pol
241172004 18:35 | demo.mutiny.com | 1831230301 | Ok Agent OK | check_poling - 2 minutes since st poll
2611172004 18:25 | den2 127.000.1 Ok CPU Load OK 1D 22377 Cloasd (5 mins) - Load Factor 0.73
CPU Load
2EM12004 1849 | devd 127001 Waming Warning 1D 22377 Qpen - Load Factor 0.83
28M12004 18:18 | devd 127.0.0.1 Ok E;ﬂ Leowd 0K 10 32376 Closed (2 mng) - Load Factor 0.71
28112004 18:18 | dev 127.000.1 Viaming = Waming 10 22378 Open - Load Facter 0,91
281172004 17:43 | dev2 127.000.1 Ok CPULead OK | ID 22375 Closad (2 mins) - Load Facter 0.67
2411172004 17:42 | Camton 1920581041 | Ok Ping OK 1D 22369 Clossd (53 mna) - Nodes Ok
24112004 17:42 | Cawtan 1929681041 | Ok SHMP DK 1D 22370 Cloaad (53 mina) - Reaponse OF
ZUTNWZ004 1740 | gemg, mulivy.com | 1839230201 | Ok Aphnl 0K chbck_poling - 1 mnute aince iastpol
GPU Lead
2EM12004 1740 | dew2 127.000.1 ¥aming ‘Warning 10 22375 Open - Load Factor 081
28112004 17:35 | demo.mutimy.com | 1831231201 | Ok gt O check_poling - 2 mnules since s poll
2812004 1738 | den2 127.000.1 Ok EEH I'..m oK 1D 22374 Closead (2 mina) - Load Factor 060
2412004 17:36 | denZ 127.000.1 Wiaming | Warning 1D 22374 Open = Load Facher 085
ZAMNZ004 1736 | coni 1H2.185.1012 | Ok IF Servios 0K 1D 22367 Closed (47 mina} - &A1 P Ports Ok
ZAM1Z004 17:36 | Ironmill 192651021 | Ok Ping QK 10 22373 Closed (47 ming} - Noge Ok

The CSV output is useful for producing an overall SLA report showing, for example, the
availability of all Servers or all WAN links, etc.

Alerting is critical to Mutiny; the ability to get the right message to the right person at the right
time.

Mutiny is able to offer a highly flexible alerting engine that allows any number of people or groups
to receive messages by a combination of:

e Email

e SMS/text
e Pop-up

e Helpdesk

e Lights on screen
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Furthermore, Mutiny's shift pattern encourages the team to set up robust and efficient
procedures. For example, it is likely that you will want to take email alerts during the day, and text
alerts from, say, 6pm till 9pm. Beyond 9pm, alerts can be sent to a 3rd party helpdesk or to the
individual on the night shift!

Contact List:
Hame 5hift Email Delay Page/SMS Delay Repeat
Andy Murray 1 |:| |:|

2 0O ]

0O % | 3
Tom Jones 1 D

2 30

0O ]

The other key to Mutiny alerting lies in its ability to set up groups and integrate into helpdesk
systems, like remedy, therefore triggering a ticket in advance of a problem.

Users are encouraged to set alerts that are aimed at the expert. Some organisations will ensure
that network and bandwidth issues are sent to the networking specialist, whilst server and
application alerts go those specialists.

We recognise that one of the problems often experienced with other tools is the barrage of false
alerts when, actually, services are not being compromised. There are a number of features that
ensure only the relevant and necessary alerts will get through.

Root Cause Analysis - A feature unique to Mutiny that isolates the root cause of a problem. For
example, if a link to a remote office were to fail, our competitor products might be inclined to send
you alerts for the nodes at that site it can no longer see. This leads to confusion at the helpdesk,
as front-line staff may be stifled by the information overload. Mutiny, on the other hand, will show
the far end router as down and all other equipment unknown. This helps to focus eyes on the real
issue.

Transient suppression - Mutiny also enables you to delay alerts. For example, if you have a
CPU problem at 99%, it might be that this is a 3-minute 'spike'. Mutiny enables you to set a delay
on this of, say, 30 minutes, so that the alert only gets triggered if this event is still a problem after
that time.

Escalation - The Delay parameter in the alerting panels also enables a pattern of escalation to
be enforced. You can, for example, send the initial alert to the helpdesk; then after a delay of,
say, 60 minutes, escalate the alert to a supervisor or line manager.

Mutiny Limited - Shakespeare House, 168 Lavender Hill, London, SW11 5TG
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Text Repeats - To ensure the most severe problems are actioned, Mutiny can send text alerts
repeatedly until action is taken.

Thresholds and Reporting - Mutiny is installed with factory settings for thresholds and we
encourage users to run these for a period of a week or so. This will allow you to find your own
natural 'watermarks' and tweak your threshold configuration accordingly. For example, a machine
running at permanent 95% CPU usage might be perfectly normal - the threshold should be
moved to accommodate this, once again helping to reduce false alerts.

Mutiny's fundamental objective is to ensure that a company's network services
support both revenue generation and time/cost savings.

Mutiny achieves this by:
e ensuring network services are increasingly available and more efficient

« reducing overall costs associated with providing network support
e Free up skilled staff from daily tasks
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